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The security of your data and that of your customers and patients is very im-

portant to us. We work on continuous optimization in order to always guaran-

tee the highest possible level of security. Data protection and data security are 

particularly important for medical data. In the health care sector, it is important 

to ensure that data protection does not stand in the way of patient safety. As a 

medical device company, we therefore pursue five IT security goals    

SECURITY 
Your data

Confidentiality:

The confidentiality of personal data.

Integrity:

The integrity of data and systems.

Availability:

The availability of data and systems.

Accountability:

The ability to assign activities, such as changing data and 
systems, to a person.

Authenticity:

The authenticity and trustworthiness of data and systems.

✓

✓

✓

✓

✓

On the following pages, we will explain how we achieve these goals in terms of the protection and security of your 

data.
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When installing mediCAD® Web on a clinic server, no data are transferred to third parties.

CLINIC HOSTED

In order to secure the internal communication when installing mediCAD® Web 

on one of your clinic servers, the user interface of mediCAD® Web can only be 

accessed if the necessary ports in the network are activated by the IT depart-

ment of your clinic. Access from outside the hospital network is thus impossible.

Connection via VPN to the hospital network enables secure and external access 

to the application at the same time. In addition, the application uses end-to-

end encryption. Only the communication partners (PACS server, mediCAD® 

Web server and the user‘s workstation) can view the data. Unauthorized parties 

are excluded. The encrypted communication between the applications is made 

possible by a DNS certificate provided by the clinic.

© mediCAD Hectec GmbH

INSTALLATION

CLINIC HOSTING

WEB

mediCAD® Web

HOSTING via network server
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The login to mediCAD® Web is done via personal access, which can be  

managed by one of your administrators. In the user rights management of  

mediCAD® Web, the administrators can grant users corresponding rights, 

create additional users or remove existing users. The entire login process is 

encrypted and ensures that only authorized users can access the mediCAD® 

Web application.

The passwords/login data can be reset. This can be done by the user or by the 

administrator.

The data transfer from the PACS to mediCAD® Web is encrypted using the 

https standard.

The storage of the planning data on the server is encrypted. To decrypt the 

data, a hash value is generated from the user‘s login data and compared with 

the stored hash value. Data can only be decrypted if these two values match.

mediCAD Hectec GmbH is not able to access your DICOM data. If the login 

information is lost, it is no longer possible to retrieve planning data. Once plan-

ning has been completed, it can be saved as an auditable secondary capture 

image in the PACS.

During digital planning, required data are retrieved from memory and made 

available individually and exclusively for planning.

When the completed planning is saved, all data are re-encrypted before being 

stored. Unencrypted storage is not possible.

DATA STORAGE

DATA TRANSFER

LOGIN

CLINIC HOSTING

WEB
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CLOUD HOSTINGCLOUD HOSTED
The IT architecture in mediCAD® Web is designed to be able to ensure the highest possible security for all data. me-

diCAD® Web cloud services are powered by Microsoft Azure technology. The data in the online-hosted solutions is 

processed on the Azure cloud for this purpose. For customers in the European Union, the cloud services are operated 

from Microsoft‘s data centers within the EU (Netherlands and Ireland). The service and quality of the Azure data cen-

ters are of the highest standard and comply with the legal regulations of the GDPR.

Access to customer data by Microsoft employees and support staff is denied by default. If granted, access is carefully 

managed and logged. Access to the data center on systems that store customer data is strictly controlled.

Dedicated employees of mediCAD Hectec GmbH have administrator rights for the configuration of mediCAD® Web 

Services and for maintenance. Such access is always subject to strict regulations.

Page view statistics are generated to ensure quality and monitor performance. 

Cookies, pixel tags and authentication tokens are stored and processed in the 

user‘s local web browser. mediCAD® Web processes the following types of 

personal data for secure user and planning management:

• Information about the user account (for example, user ID and password, 

name, and contact details) and activity

• Personal data of patients (e.g. from DICOM files) on behalf of the institu-

tion

• Planning data (e.g. duration of planning, storage location of planning) to 

intercept unexpected browser crashes and improve the application.

WEBSITE DESIGN 
and 
USE OF COOKIES

WEB

mediCAD® Web
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CLOUD HOSTING
HOSTING via Siemens teamplay

LOGIN
Login to mediCAD® Web with the application purchased via Siemens teamplay 

takes place via the personal access in teamplay. Your users must log into  

Siemens teamplay to do this. A transfer to mediCAD® Web is not possible 

until they do so. User data are encrypted by Siemens teamplay and forwarded 

to mediCAD® Web. This ensures that only users with a teamplay unlock code 

have access to mediCAD® Web.

The data transfer from Siemens teamplay to mediCAD® Web is also en- 

crypted. The https standard is used for this.  

In order to carry out planning in mediCAD® Web, the data must be  

temporarily stored on the mediCAD® servers. During this time, users can go 

on editing their planning online. This is stored on the Azure cloud in BLOB  

storage and encrypted. In addition, all data within this storage are encrypted 

again. To decrypt the data, a hash value is generated from the user‘s login 

data and compared with the stored hash value. Data can only be decrypted if 

these two values match. This ensures that no unauthorized third party can gain 

access to data. mediCAD Hectec GmbH cannot access your DICOM data.

DATA TRANSFER

DATA STORAGE 

© mediCAD Hectec GmbH
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HOSTING via mediCAD Hectec GmbH
The login to mediCAD® Web in an application directly purchased via  

mediCAD® takes place via personal login data. To manage them, mediCAD® 

Web offers its own user management. In the user rights management feature 

of user management, your administrators can assign corresponding rights to 

users. Login to mediCAD® Web is only possible once these rights have been 

assigned.

The entire login process is encrypted and ensures that only authorized users 

can access the mediCAD® Web application

All data transfer between your IT and mediCAD® Web are encrypted using the 

https standard.

The storage media used by the mediCAD® cloud service are managed by the 

cloud provider. The cloud provides the storage media according to industry 

standards. Storage takes place in the BLOB storage on the Azure cloud. BLOB 

storage is encrypted and planning data encryption has also been implemented 

within this storage. To decrypt the data, a hash value is generated from the 

user‘s login data and compared with the hash value in the storage. The data 

can only be decrypted if these two hash values match. This ensures that no  

unauthorized third party can gain access to data. mediCAD Hectec GmbH  

cannot access your DICOM data. If the login information is lost, it is no longer 

possible to retrieve the data. 

During digital planning, required data is retrieved from the BLOB storage and 

made available individually and exclusively for planning purposes. When the 

planning is saved back to BLOB storage, all data is re-encrypted before being 

stored. Unencrypted storage in BLOB storage is not possible.

LOGIN

DATA TRANSFER

DATA STORAGE

CLOUD
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INSTALLATION

mediCAD Hectec GmbH does not set up any interfaces or access facilities for 

the single-user or server installation of mediCAD® Classic. mediCAD Hectec 

GmbH can thus not access your data and the data of your patients without 

your separate approval, e.g. for support cases. With this type of installation, 

you keep all your data on your systems. It is therefore important that you  

secure your systems personally when choosing these installation methods.

INSTALLATION

There are different methods available for maintenance work performed by  

mediCAD Hectec GmbH. Our preferred tool for remote access is TeamViewer.

We would like to point out that mediCAD Hectec GmbH does not require any 

patient data from you to carry out maintenance services. We recommend that 

you provide only anonymized data records. 

If patient data are transferred to us, it will be anonymized immediately upon 

receipt in order to provide the best protection for your patient data. All  

employees are contractually obligated to compliance with the GDPR and  

receive regular training for this purpose.

MAINTENANCE

mediCAD® Classic

CLASSIC
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GENERAL DATA SECURITY
at mediCAD Hectec GmbH

mediCAD Hectec GmbH takes various security precautions in order to guarantee the highest possible level of 

security. This includes organizational matters.

Further security mechanisms are used within the IT systems in use. There is a 

user rights system as well as a strict password policy, which prevents unautho-

rized access. All systems are additionally equipped with an automatic time-out.

Individual password protection in the company WLAN networks grants access 

to authorized persons only.

Additional security measures include a hardware firewall and anti-virus soft-

ware, which cover the entire corporate network.

SSL VPN technology is used to secure data on the transmission paths as well. 

This guarantees that all data flows are encrypted.

SAFETY 
MECHANISMS

Digital key management, separate window security, video surveillance and 

other features ensure that only authorized persons have access to the compa-

ny premises.

For data security, server and server room are protected with UPS systems, air 

conditioning, temperature and humidity monitoring. Networked smoke detec-

tion systems are also in use and additional fire protection precautions have 

been taken.

PREMISES

DATA SECURITY
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In order to ensure compliance with all safety precautions, there are mandatory 

instructions that apply to all employees..

Without exception, employees are contractually obliged to comply with data 

protection; in addition, they receive regular training in data protection and 

data security issues.

Regular backups with internal and external data storage guarantee protection 

against data loss.

SAFETY
PRECAUTIONS

mediCAD Hectec GmbH is committed to you as a customer with respect to the 
following points under the GDPR:
• information about your data stored with us and their processing,
• correction of incorrect personal data,
• deletion of your data stored with us,
• restriction of data processing if we are not yet permitted to delete your

data due to legal obligations,
• objection against the processing of your data by us, and
• data transferability if you have consented to data processing or have con-

cluded a contract with us.

You can exercise the above rights at any time by contacting our data protection 
officer. If you have given us your consent, you can revoke it at any time with 
effect in the future.

GDPR

DATA SECURITY
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www.mediCAD.eu

Get ready for the mediCAD® of the future

Stay up to date and follow us on 
Facebook and LinkedIn

mediCAD Hectec GmbH 
Opalstr. 54
DE-84032 Altdorf
Gemany
Tel. +49 871 330 203-0 
E-Mail: info@mediCAD.eu




